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Hosted Email Security

Websense® is known for safeguarding the Web with best-in-class Web security.
Now, the same research and intelligence that made Websense the recognised
leader in Web security forms the backbone of our powerful email security.

“Having our email

Today’s Web and email threats are more invasive and abundant than ever with
controlled in attack volumes surging to new heights. Threats are also becoming more complex
. and converging with over 85 percent of unwanted emails now containing a URL
the cloud [with link.* Businesses of all sizes are finding that their network infrastructure is under

Websense Hosted significant strain and their administrative resources are over-burdened.
Email Security] Stopping today’s email threats requires expert technology in both email and
takes the load off Web security. Websense Hosted Email Security prowdes leading prc.>tect.|on from
converged email and Web 2.0 threats by leveraging the power and intelligence
our in-house servers of the Websense ThreatSeeker™ Network. The hosted security model provides

reduced costs and complexity while allowing businesses to retain control and
eliminate uncertainty through industry-leading service level agreements. With
need for any day to Websense Hosted Email Security, customers gain mission critical security while
olay management.” enabling a consolidated security strategy with the trusted leader in Essential
Information Protection™.
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Websense Hosted Email Security enables customers to:

* Reduce business costs and complexity with no on-site equipment to install
or maintain, savings in bandwidth and storage, no unexpected expenditures,
and eased administrative overhead

¢ Increase protection with leading security from converged email and Web
2.0 threats backed by industry-leading SLAs and the power of the Websense
ThreatSeeker Network

¢ Retain control with 24x7 access and flexible customisation of policies,
configuration settings, quarantine management, and reporting

Over 85 percent of unwanted SENTIAL INFoRNATION PROTECTION™
email contains a URL link. = Hosted Email
: EES Security

Better email security comes
from seeing the big picture. /
Websense Hosted Email

Security provides leading

Websense Hosted Email Security provides leading protection from converged email and Web 2.0 threats.

protection from converged
email and Web2.0 threats.

websense:

ESSENTIAL INFORMATION PROTECTION™ * Websense Security Labs Threat Report, July 2008




Websense ThreatSeeker
Network

The Websense ThreatSeeker
Network adaptive security
technology uses more than
50 million real-time data

collecting systems that ¢ Hosted Email Security:
continuously monitor Internet Guards against converged email and Web 2.0 attacks and is backed by

content—including new and . . .
dynamic content—for zero-hour SLAs er'wsurlng 99 percent spam detection and 100 percent known-virus
protection.

protection from emerging
threats. This research and
intelligence is fed, in real-time,
to the Websense solutions
portfolio. As a result, Websense
is able to adapt to the rapidly
changing Internet at speeds not
possible by traditional security

Websense Hosted Email Security available packages:

¢ Hosted Antispam:
Guards against converged email and Web 2.0 spam attacks and is backed by
a 99 percent spam detection service level agreement.

¢ Hosted Email Security and Content Control:
Guards against converged email and Web 2.0 attacks, enables email content
control with end-to-end encryption and customised lexical analysis and is
backed by SLAs ensuring a 99 percent spam detection rate and 100 percent
protection against known viruses.

solutions.
Hosted Hosted Email
= Hosted . S it
Summary Websense Hosted Security Model Antiopam _EMall ot

Security

Control

Websense Hosted Email
Security provides leading
protection from converged
email and Web 2.0 threats.
The hosted security model
reduces costs and complexity
while allowing businesses to
retain control and eliminate

Built-in failover, scalability, and disaster
recovery backed by ISO27001 certification, [ ] [ ] [ ]
ensuring security and data privacy.

Top-tier global
data center
infrastructure

Extensive reporting | Visibility and control with 24x7 access to
and flexible policies | forensic dashboard, detailed reports, and [ ) [ ) [ )
policy settings.

Spooling and disas- | Ensures email is never lost, even during a

.uncertalnty through . ter recovery planned or unplanned outage. L ® °
industry-leading service level
agreements. With Websense = -
Hosted Email Security, Websense Email Security Components
cu‘sfcomers gc’?\ln m|§S|on- . Leading protection | The ThreatSeeker Network stops con-
critical s.ecurlty Whllg enabling from converged verged email and Web 2.0 threats before ° ° °
a consolidated security email and Web 2.0 | they reach the network.
strategy with the trusted threats
leader in Essential Information - ;
. 100 percent Faster day-zero protection with the
Protection. A ) o
protection from ThreatSeeker Network along with antivirus ° °

known virus engines, so that that the network remains
threats uninfected from email or Web-borne viruses.
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Email content and
file attachment
analysis

Enables good corporate governance
through content filtering for appropriate [ )
language and file attachments.

Data protection
and compliance
management

Helps secure confidential data and ensure
compliance through email encryption and [ ]
customisable content filtering.

Flexible and simple | Provides flexibility for employee manage-
quarantine man- ment of individual spam quarantine and [ ] [ ] [ )
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highest degree of global and localised security,

email use and to safely leverage the power of Web

2.0 technology.
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For more information, to start a free trial of Websense email solutions, or

to view an online demo, visit www.websense.com/evaluations.
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