atchGuard WatchGuard® XTM

Extensible Threat Management for Growing Businesses

Introducing XTM — Network Security Built for the Future

Impressive innovations in unified threat management (UTM) technology have led to a new class of security
product — extensible threat management (XTM) solutions. XTM delivers stronger security, enhanced
networking capabilities, and more management flexibility, as well as greater IT investment protection and
customer choice.

More and better security
Including application-specific VolP security,

HTTPS inspection, and application-aware
safequards WatchGuard® XTM builds on the powerful UTM foundation of integrated firewall/VPN with virus and

intrusion blocking, but extends security to provide spam blocking, spyware and bot protection, and URL
filtering. It also includes enhanced support for business technologies such as Voice over IP (VolIP), and is the
only XTM product on the market that offers inbound and outbound HTTPS inspection to increase content
security coverage and close the HTTPS loophole.

Enhanced networking options
The features you need to maximize
network performance

/
= High availability What's New
Cluster appliances for high availability so The security you really need Management options that redefine ease of use
your network is always up and runningat | XTM security is engineered to be modular, allowing  Some IT administrators work more efficiently with
maximum performance you to select the security components that meet a scriptable command line interface to automate
your specific business and network requirements. tasks. Others prefer the ease of use of an intuitive
= Open, common standards-based For example: centralized management console. WatchGuard®
management gives you more choices « Deploy aWatchGuard® XTM appliance in XT™M give.s }/ou the ﬂexiPiIity to move freely from
in IT administration your network for high performance, solid one administrative envwonrnent to another. And
dependability, strong protection, plus either way, you'll have precise, granular control over
= Customizable to meet your specific integrated IPSec and SSL VPN for secure remote your network.
security needs connectivity. = Multi-box management lowers costs and saves
Easily add security services to boost = Stop spam, spyware, dangerous web surfing, time by aIIQWIng simultaneous, system-wide
protection in critical attack areas and more with simple-to-deploy security service configuration and updates
subscriptions, turning the appliance into an all- = Role-based access control (RBAC) in WSM
inclusive threat management system. makes it easy to assign user privileges to regulate
Y o riendly technolo . . o . administrative access and meet compliance
=111
L. ly gy Security service subscriptions for WatchGuard® XTM requirements

appliances include:
= SNMP v3 allows for greater interoperability in

= spamBlocker: best in the industry at multi-vendor systems

distinguishing legitimate communication from

spam outbreaks in real time Advanced networking features mean business
WatchGuard® XTM appliances offer enhanced
networking capabilities to keep high volume traffic
flowing smoothly, with maximum uptime.

= WebBlocker: limit what employees can access on
the Web to increase productivity, prevent legal
liability, and protect the network from malicious
sites — even blocks on HTTPS = Clustering allows two appliances to be

managed as a single unit, but with the combined

= Intrusion Prevention Service: stop keyloggers,
performance of both

adware, dialers, and bots with multi-layered anti-
spyware capabilities = High availability (active/active) provides

- Gateway AntiVirus: put continually updated redundancy, with session state synchronization

signature-based protection at the gateway to = VLANSs let you create logical rather than physical
keep known threats out of the network network configurations that reduce hardware
requirements, increase control over traffic types,
provide rich interoperability, and make it easy to
create subnets

You can also drop a WatchGuard® XTM appliance
into your current network security system

to leverage and add power to your existing
infrastructure. WatchGuard® XTM solutions
integrate smoothly in complex deployments and
can be clustered for scalability and high availability.

= Server load balancing makes to easy to protect
public-facing e-commerce “server farms”

Contact WatchGuard or your authorized
WatchGuard® reseller and let us help you choose the
security solution components that are exactly right
for your network and your business requirements.

WatchGuard® Technologies, Inc.




Introducing WatchGuard® XTM 1050

Businesses that are dependent on high-speed, always-on networks have
traditionally paid a high price to keep those networks secure. Until now.
Introducing the WatchGuard® XTM 1050 high performance security
appliance. It provides fully extensible, enterprise-class security at an
affordable price.

Ideal for headquarters/data centers with up to 5,000 users, the XTM 1050
delivers strong security, high performance, flexible management tools,
and advanced networking features, with integrated SSL and IPSec VPNs
to ensure secure connectivity for your remote workers.

Enterprise-grade performance with 10 Gbps firewall throughput and
2 Gbps IPSec throughput

Connectivity options include 12 Gigabit Ethernet ports, with optional
4-port fiber gigabit interfaces

Stronger security, including enhanced VolIP security and inbound and
outbound HTTPS inspection

Excellent price/performance ratio means this enterprise-class
solution is available at a compelling price point

Flexible management tools allow IT administrators to choose to
centrally manage all security capabilities from one intuitive console or
opt to use the scriptable command line interface

Advanced networking features include clustering, high availability
(active/active), VLAN support, multi-WAN load balancing, dynamic
routing and traffic management, policy-based routing, and server
load balancing

Get the security solution that can handle the specific requirements of
your demanding network environment - the WatchGuard® XTM 1050.

For more information on WatchGuard® XTM security
solutions, visit

Superior Customer Care

Every WatchGuard® XTM solution includes a 1-year subscription to
LiveSecurity® Service. LiveSecurity® is a high-value, innovative support
service for IT administrators that provides:

Hardware warranty with advance hardware replacement to ensure
maximum network uptime

Technical support with a four-hour targeted response time* from a
team of security experts

Free software downloads for continuous product support

Up-to-the-minute threat alerts with clear instructions on how to
deal with the problem and direct links to vendor patches to save time

Ground-breaking educational resources that include podcasts,
videos, and handy security training modules for end users

*Premium Gold Service available for 24/7 support with 1-hour response time

Buy the Bundle and Get the Works

Everything you need for fully extensible threat management is in one
convenient package, including firewall, VPN, security services, and
technical support with the WatchGuard® Security Bundle.

WatchGuard® Security Bundle includes:

WatchGuard® XTM 1050 appliance
spamBlocker* with virus outbreak detection
WebBlocker* with HTTP and HTTPS inspection

Gateway AntiVirus* for signature-based protection from known
threats

Intrusion Prevention Service* with comprehensive attack and
spyware protection

LiveSecurity® Service* for hardware warranty, free software updates,
technical support, security alerts, and education resources

From initial purchase through ongoing security management, the
Security Bundle makes network security easier and more efficient. Buy
the Bundle and get a complete solution at an excellent price. There are
no additional fees, contracts, or hardware purchases.

It's the easiest way to comprehensively protect your business network
from today’s multi-faceted threats.

*One-year, two-year, and three-year subscription packages are available
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