Top 10 Classifications of URLs in Email
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Figure 1: Embedded URLs in Email
Understanding how Web URLs in Email are classified
is crucial to stopping converged threats

KEYSTATS

Threats fiin the mail ¢

9 3.1billion messages processed by the Hc
Infrastruare (ovetOOmilliorperday)

87.30 of all email was spam
94.8% of spanmcluded an embedded URL

564thousandhstances &4 uniquezeraday
threats stopped by ThreatSeeker before .

1.2% of sparamails wenghishingttacks

How Websense is addressing these threats:

1 99.26 spam detection ratebsense Hostel
Email Security provides 99% spam detec
Service Level Agreement.

Average false positive rate of35i762

8.9% average daily threats protected usin
ThreatSeeker intelligence before AV sign
were available

What this means:

1 Thethreat landscape is dangerous and gr
more sophisticated.

1 Websense is on the forefront of finding tr
threats including the increasingly pervasi
blended threats.

Most importantly, Websense is ideally
positioned to address these threats with «
maketleading Web security expertise, wk
drives our leadership in protecting from
converged email & Web 2.0 threats.
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Top 10 ThreatSeeker™ Malware Discoveries & Closed Window of Exposure
B |nstances == AV Exposure Window
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Figure 2: First to Detect
Because of the ThreatSeeker™ Network, our Email Security customers are protected
hours, and often days, before other security vendors provide a solution.

Operation Aurora
Monthly Email Trends from the Security Labs

Operation Aurora took the headlines this month, sending
the mainstream media into a frenzy with wild speculations.
In short, Google announced that it was one victim of a
highly targeted attack from China that also hit numerous
other U.S. companies. It was later discovered that the
attackers had exploited a vulnerability (CVE-2010-0249) in
Internet Explorer, which Microsoft admitted to being aware
of since September 09. This attack included highly targeted
emails with malicious links and attachments. Websense
discovered this attack in the wild, and has written more
about the technical details of the attack here.

Spammers also kept up with their ongoing social
engineering tactics with emails for Facebook updates and
AOL updates. These socially-engineered update messages
contained links which not only provided malicious
executable payloads for the victim to download on their
own, but also provided client-side exploit code. This means
that user interaction might not be necessary for attackers to
compromise victim computers. A simple click of a links
could be enough. We also saw the return of a very clever
social engineering tactic for encouraging users to download
malicious code. These spam messages are especially
dangerous because they are so believable.



http://en.wikipedia.org/wiki/Operation_Aurora
http://www.microsoft.com/technet/security/advisory/979352.mspx
http://blogs.zdnet.com/security/?p=5324
http://securitylabs.websense.com/content/Blogs/3534.aspx
http://securitylabs.websense.com/content/Blogs/3530.aspx
http://ddanchev.blogspot.com/2010/01/facebookaol-update-tool-spam-campaign.html
http://garwarner.blogspot.com/2010/01/aol-update-spreads-zeus-zbot.html
http://isc.sans.org/diary.html?storyid=7918&rss
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85% w W \”N...; The Websense Th&estker
Network provides the
80% intelligence to proactively
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malwaré far ahead of
K ,\;"’Q ,,),'Z’Q q,z,o ,\,\'z’Q O I N N P R traditional argpam and anti
virus alone.

Figure 3 - Percent of email that contains spam (Average 87.3%)

While this figure fluctuates, this signifies that a very high percentage of incoming email is indeed spam.
Without a strong email security solution, customers will experience bandwidth and storage capacity issues,
frustration, and a drain in productivity, not to mention exposure to significant security risk. threats are basiatched by

integrdon of besitclass
Websense & security with
email security for Essential
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Figure 4 - Percent of spam detected (Average 99.7%)

This is evidence that we are consistently maintaining a very high spam detection rate. Therefore,
customers should be very confident that with Websense they are receiving the best in anti-spam
protection.

/ False Positive Rate (1 in 435,000)
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Figure 5 - False Positive Rate (Average 1 in 435,762)

This shows how Websense is consistently maintaining a very low false positive rate.

While Websense is catching a high percentage of spam, customers are rarely inhibited by messages
falsely landing in a spam queue.




